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and the number of Americans working at the Soviet Embassy in 
Washington. The Board would also recommend that- ^ 

25X1 


Mr. Anderson pointed out that this issue arose as PFIAB was 
consulting with the FBI about the overwhelming Soviet presence 
in the United States. The FBI simply could not watch all of 
them, and PFIAB was still looking into this problem. In the 
course of examining this matter, PFIAB came across the large 
number of Soviets working in our Moscow Embassy. Some PFIAB 
members expressed particular concern over the sensitive 
positions held by Soviets at our Embassy, including telephone— 
-CL Perators , — drivers, and furniture upholsterers . "x 


Mr. Anderson continued that the Board did not feel all 
Soviet locals should go. It did feel that, purely from a 
counterintelligence viewpoint, an effort should be made to 
reduce the large number of locals, especially those in sensitive 
positions. The Board had looked into the practice of other 
embassies in Moscow: the British employed as many Soviets as 
Brits; others had a smaller proportion of Soviets, and the 
Oiinese employed no Soviets at all. Of course, the Soviets had 
no direct say about whom we employed in Moscow. However, they 
could refuse to provide additional housing were we to attempt to 
increase the number of Americans at the Embassy. In that case, 
the Foreign Missions Act could be used to our advantage. 

Mrs. Armstrong concluded the Board's opening presentation by 
stating that the Board wanted to see motion in the direction of 
greater reciprocity. 
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Mr ♦ Anderson noted ‘that in past cases of expulsions 
involving countries other than the United States# the Soviets 
had responded with restraint. This might not hold true for 
retaliation against the United States, however. But we could 
achieve parity by increasing Americans in Moscow, as opposed to 
removing Soviets from Washington. 

The Secretary said he was aware of many arguments, both pro 
and con, on this issue. PFIAB would make its recommendation; we 
decide what course to take, or follow the President s ^ 
instructions should he decide to issue any. The chief criterion 
in this area should be: what provides the best security for our 
operations in Moscow? It was not at all clear this could be 
aciiieved by removing all Soviets and replacing them with 
Americans. In response to Mrs. Armstrong's comment that no one 
had made that argument to her, the Secretary explained that our 
current approach was to concentrate on specific, carefully 
secured areas of the Embassy, to which only Americans had 
access. It was difficult and expensive to establish and protect 
such areas. We had done so, while leaving other areas of the 
Embassy open to non-cleared personnel and to Soviets. We could 
incr63S© our overall vulneralDili ty t>y bringing in inore 
Amercians, whose access to secure areas would be difficult to 
restrict. This would be all the more true if the new employees 
were relatively low-ranking and low-paid; our experience showed 
that these people tended to be more vulnerable to compromise by 
the KGB. Hence it did not necessarily follow that an increase 
in the number of American employees meant an increase in our 
security. The situation was complex, although we would not want 
to argue that the current mix of Soviets and Americans was 
perfect in every respect. 
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tender Secretary Van Gorkom noted that we were dealing here 
with two fundamentally different philosophies of security. 
Reflecting their general sense of paranoia, the Soviets viewed 
their entire Embassy as a secure area. We chose to view only a 
carefully guarded portion of our Embassy as secure, and to 
conduct all of our sensitive activities within that area. 
Otherwise, we assumed that every Soviet was a spy, that all 
conversations could be overheard, and that all telephones were 
tapped . 

25X1 


As the meeting came to a close, Mr. Cherne said he felt the 
chief benefit of the gathering was to air this issue, which the 
Board felt had not been reviewed at top levels. The Secretary 
reiterated his feeling that our rule of thumb should be to hire 
Americans if this would increase our security, but remain 
mindful of the counterpoint that we could overdo this and 
increase rather than decrease our overall vulnerability. 
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